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1.1 Part |: Audit information

Identification of the conformity assessment body (CAB) and assessment organization acting as ETSI auditor

e TAYLLORCOX PCEB, Na Florenci 1055/35, 110 00 Prague, Czech Republic, registered under
company_registration_information

o Accredited by Cesky institut pro akreditaci, 0.p.s. (Czech Accreditation Institute) under registration
https://www.cai.cz/?subjekt=3239-tayllorcox-s-ro&lang=en® for the certification of trust services
according to “EN ISO/IEC 17065:2012” and “ETSI EN 319 403-1 V2.3.1 (2020-06)".

e Insurance Carrier (BRG section 8.2):

Allianz pojistovna, a.s., Ke Stvanici 656/3 186 00 Praha 8, Czech Republic, registered under company
national ID 47115971.

Identification and qualification of the audit team

e Number of team members: 1

e Academic qualifications of team members:
All team members have formal academic qualifications or professional training or extensive experience
indicating general capability to carry out audits based on the knowledge given below and at least four
years full time practical workplace experience in information technology, of which at least two years
have been in a role or function relating to relevant trust services, public key infrastructure, information
security including risk assessment/management, network security and physical security.

e Additional competences of team members:

e All team members have knowledge of
1) audit principles, practices and techniques in the field of CA/TSP audits gained in a training course of at
least five days;
2) the issues related to various areas of trust services, public key infrastructure, information security
including risk assessment/management, network security and physical security;
3) the applicable standards, publicly available specifications and regulatory requirements for CA/TSPs
and other relevant publicly available specifications including standards for IT product evaluation; and
4) the Conformity Assessment Body's processes.
Furthermore, all team members have language skills appropriate for all organizational levels within the
CA/TSP organization; note-taking, report-writing, presentation, and interviewing skills; and relevant
personal attributes: objective, mature, discerning, analytical, persistent and realistic.

e Professional training of team members:
See “Additional competences of team members” above. Apart from that are all team members trained
to demonstrate adequate competence in:

a) knowledge of the CA/TSP standards and other relevant publicly available specifications;

b) understanding functioning of trust services and information security including network security issues;

c¢) understanding of risk assessment and risk management from the business perspective;

1 URL to the accreditation certificate hosted by the national accreditation body
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d) technical knowledge of the activity to be audited;
e) general knowledge of regulatory requirements relevant to TSPs; and
f) knowledge of security policies and controls.

e Types of professional experience and practical audit experience:
The CAB ensures, that its personnel performing audits maintains competence on the basis of appropriate
education, training or experience; that all relevant experience is current and prior to assuming
responsibility for performing as an auditor, the candidate has gained experience in the entire process of
CA/TSP auditing. This experience shall have been gained by participating under supervision of lead
auditors in a minimum of four TSP audits for a total of at least 20 days, including documentation review,
on-site audit and audit reporting.

e Additional qualification and experience Lead Auditor:
On top of what is required for team members (see above), the Lead Auditor
a) has acted as auditor in at least three complete TSP audits;
b) has adequate knowledge and attributes to manage the audit process; and
c) hasthe competence to communicate effectively, both orally and in writing.

e Special skills or qualifications employed throughout audit:

None.
e Special Credentials, Designations, or Certifications:
All members are qualified and registered assessors within the accredited CAB.

e Auditors code of conduct incl. independence statement:
Code of Conduct as of Annex A or ETSI EN 319 403-1 respectively.

Identification and qualification of the reviewer performing audit quality management

e Number of Reviewers/Audit Quality Managers involved independent from the audit team: 1

e The reviewer fulfils the requirements as described for the Audit Team Members above and has acted as
an auditor in at least three complete CA/TSP audits.

Identification of the CA / Ministry of Digital Transformation

Trust Service Provider Trust Service Authority of Slovenia SI-TRUST

(TSP): Trzaska cesta 21, 1000 Ljubljana, Slovenia,

registered under Identification VAT No.: SI 17659957

Type of audit: L] Point in time audit
[] Period of time, after 4 month of CA operation

Period of time, full audit

Audit period covered From 2023-12-16 to 2024-12-15
for all policies:

This Qualifying Attestation Letter is a result of audit performed in accordance with EN319411 standards.
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1.2 Audit scope

1.2.1 "HIERARCHICAL CERTIFICATE ISSUING AND MANAGEMENT SYSTEM"

The hierarchical structure of the system consists of off-line root certification authority (SI-TRUST Root) issuing
certificates for subordinate CAs (SIGEN-CA G2, SIGOV-CA, SI-PASS-CA, SI-TRUST elD Podpis), these subordinate
CAs are issuing certificates for end users. Certificates are available on website https://www.si-
trust.gov.si/sl/podpora-uporabnikom/ and detailed information is on website https://www.si-

trust.gov.si/sl/podpora-uporabnikom/korenski-izdajatelj-si-trust-root/.

The TSP assured that no other non-revoked Sub-CA’s have been issued by this Root-CA.

1.3 Used audit standards

ETSI EN 319 411-1, V1.4.1 (2023-10) Electronic Signatures and Infrastructures (ESI); Policy and security
requirements for Trust Service Providers issuing certificates; Part 1: General requirements.

ETSI EN 319 411-2 V2.5.1 (2023-10) Electronic Signatures and Infrastructures (ESI); Policy and security
requirements for Trust Service Providers issuing certificates; Part 2: Requirements for trust service providers
issuing EU qualified certificates

as well as

ETSI EN 319 401, V2.3.1 (2021-05) Electronic Signatures and Infrastructures (ESI); General Policy Requirements
for Trust Service Providers

CA/Browser Forum: "Baseline Requirements for the Issuance and Management of Publicly-Trusted
Certificates", version 2.0.4.

This Qualifying Attestation Letter is a result of audit performed in accordance with EN319411 standards.
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1.4 Audit targets
‘ 1.4.1 CERTIFICATION SERVICES PROVIDED BY HIERARCHICAL STRUCTURE OF SI-TRUST
| CAs
A. SI-TRUST Root

Issuer

CN = SI-TRUST Root

Subject
Distinguished Name

CN = SI-TRUST Root
2.5.4.97 = VATSI-17659957
O = Republika Slovenija
c=sl

Certificate Serial
Number (HEX)

0090ae777600000000571dd06f

SHA-1 fingerprint

3a24979b40fa841488200b582fbeeb63aab9919ae

SHA-256 fingerprint

fad540811afae0dc767cdf6572a088fa3ce8493dd82b3b869a67d10aab4e8124

Applied policy
requirements

ETSI EN 319 411-1 V1.1.1 (2016-02) policies NCP, NCP+, DVCP, OVCP
ETSI EN 319 411-2 V2.1.1 (2016-02) policies QCP-I, QCP-n, QCP-I-gscd, QCP-
n-gscd, QCP-w

Certificate PEM
=

This Qualifying Attestation Letter is a result of audit performed in accordance with EN319411 standards.
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SIGEN-CA G2
Issuer CN = SI-TRUST Root
Subject CN = SIGEN-CA G2

Distinguished
Name

2.5.4.97 = VATSI-17659957
O = Republika Slovenija
C=SI

Certificate 28c3981d00000000571dd0e7

Serial

Number

(HEX)

SHA-1 d3c6c554c171f9ba952ce04cac2clcObd68b08d4

fingerprint

SHA-256 795015caaca74715d341120d3f0efd192a032f1c00391797f54ef9980804a175
fingerprint

Applied ETSIEN 319 411-1 V1.1.1 (2016-02) policies NCP, DVCP, OVCP

policy ETSIEN 319 411-2 V2.1.1 (2016-02) policies QCP-I, QCP-n, QCP-w
requirements

Certificate | — BEGIN CERTIFICATE-——

PEM MIIGATCCBN2gAwIBAgIMKMOYHQAAAABXHADNMAOGCSqGSIb3DQEBCWUAMFwxCzA)
)+V9+
uH3QCgzM3RdlIgl13TJUtMWAByzmkq74UFMOCsOTIVvpfUzqEUUYZiOPYtg6/fDz
g1k2dtqOEeQonQVBtPotObP643D0zDS/kk0+V4zeQjhhVawBAvwTsOXOx9MRzyt8
5mnIMMN4Vdgk2v)d2C+uADBknIFXv5CM2CmtAbOXH40eS0qICTqqWw8uh6T+DVI4This Qualifying Attestation Letter is a result of audit performed in accordance with EN319411 standards.
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SIGOV-CA
Issuer CN = SI-TRUST Root
Subject CN = SIGOV-CA

Distinguished
Name

2.5.4.97 = VATSI-17659957
O = Republika Slovenija
C=SI

Certificate 00a0e36b6700000000571dd0e9

Serial

Number

(HEX)

SHA-1 02d97f2a66f68b061c5dfc6ff6a405b48f7d50e4

fingerprint

SHA-256 986373dda59fd09384b0a47c8e3155ab7424ecda5dd82db2e2a43fbd7591434e
fingerprint

Applied ETSIEN 319 411-1 V1.1.1 (2016-02) policies NCP, DVCP, OVCP

policy ETSIEN 319 411-2 2 V2.1.1 (2016-02) policies QCP-l, QCP-n, QCP-I-gqscd, QCP-n-gscd,
requirements | QCP-w

Certificate | — BEGIN CERTIFICATE-——

PEM MIIGczCCBNugAwIBAgINAKDja2cAAAAAVX3Q6TANBgkghkiGOWOBAQsSFADBCMQsw

CQYDVQQGEWIJTSTECMBOGALUEChMTUmMVwdWIJsaWthIFNsb3ZlbmIgYTEXMBUGA1UE
YRMOVKFUUOktMTc2NTk5NTcxFjAUBgNVBAMTDVNILVRSVVNUIFJvb3QWHhcNMTYw
NTIOMTIwMzE4WhcNMzUxMjlyMjMwMDAwWW]BXMQswCQYDVQQGEWJTSTECMBoGA1UE
ChMTUmVwdWJsaWthIFNsb3ZIbmIqgYTEXMBUGALUEYRMOVKFUUOktMTc2NTk5NTcx
ETAPBgNVBAMTCFNJRO9WLUNBMIIBojANBgkghkiG9WOBAQEFAAOCAY8AMIIBigKC
AYEAzAVWrxaRhPxuBOB0Oce90xL4DQWJ6N15ADhjZs2IsVgXYbOPbKQ/UuWDZI9Ak
EgmQHhHH]j1x6U2KQz9¢702G2i/iqc/x47030TPim7rwyV3Md1YLZSmCVHy8T1AyO
ffMVOQYzzzHzjHkDVDEOVTmMSB6I8vLOoPa9)WxfslOgBZca/OUATRrIK2xQ1ZAEf6
eWf95H3EKZLBgfIKe9ie/ TCKEBWxkxhGKkFyNzwSktaulppC/E6GqaTyrC90Zub1]jBSb290LG9yZ2FuaXphdGlvbklkZW50aWZpzZXI9VkFUUOktMTc2NTk5
NTcsbz1SZXB1Ymxpa2EIMjBTbG92ZW5pamEsYz1TST9jZXI0aWZpY2FOZVIIdm9j
YXRpb25MaXNOMHOgcaBvpGOwazELMAKGA1UEBhMCUOkxHDAaBgNVBAOTE1)IcHVi
bGIrYSBTbG92ZW5pamExFzAVBgNVBGETDIZBVFNJLTE3NjUSOTU3MRYWFAYDVQQD
Ew1TSS1UUIVTVCBSb290MQOwWCwWYDVQQDEWRDUkwxMBMGA1UdIwQMMAQGACEyjw2he
CAJJMAOGCSqGSIb3DQEBCWUAA4IBgQCU34PVpgaCGSgDsirSHIzkaW5Lj6wO5E6C
/PJ+rMCIkTqla50DVRK2BG02FNZ39Lit8D80hb20S7IxpYhz)/rhBnYLORXL1C5k
KNcJtQGfjSOLcTB1K42/IM6bXusrDYTZrxpT3VFYIZWQtloRB+L/mR4RdigdObhl
y2agJXBLEagQlbjnPdanSUmTo5BOFHEpWtOEMICUYyiCajICXWghU+agT8aNsK9V
Seia5cqp094tsYuwOHwfI2/8RWzdVFdxagra9zQLje8vhUSpBIL7pD+kHmOPSUwm
EfWdED62AKRhArHuOftU1jWrloxroNf6qhrTINj94kFsUvdYUGhrTlylKVLNEjba
i+dPpB/XmU40Wm160E16RhF4Vp8me7fuatplthX6ESiUmyHDV4ObDIkMfzvH6uU6]
5sfbgdx7tMPvtPMcTkrbakESUBgR36asl061k3ZMIdwfBGex+TCX2LQs008HX0T2
h8iwua9A+WawAYDf3VhnmINEwINdqTA===
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D. SI-PASS-CA

Issuer CN = SI-TRUST Root
Subject CN = SI-PASS-CA
Distinguished | 2.5.4.97 = VATSI-17659957
Name O = Republika Slovenija
C=SI
Certificate 009d0e9e3a00000000571dd10c
Serial
Number
(HEX)
SHA-1 4fae2c20ded935594d57d54419d50d3a496bb8d7
fingerprint
SHA-256 b3943bd0c0ffb4b41cd9elade986abe3358312d6aabec5dd245bb7b0d63a5f851
fingerprint
Applied ETSIEN 319 411-1V1.1.1 (2016-02) policy NCP+
policy ETSIEN 319 411-2 2 V2.1.1 (2016-02) policies QCP-n, QCP-n-gscd
requirements
Certificate | — BEGIN CERTIFICATE-——
PEM MIIGdTCCBN2gAwIBAgINAJOONjoAAAAAVX3RDDANBgkqhkiGOWOBAQsSFADBcMQsw

CQYDVQQGEWIJTSTECMBOGALUEChMTUmMVwdWIJsaWthIFNsb3ZlbmIgYTEXMBUGA1UE
YRMOVKFUUOktMTc2NTk5NTcxFjAUBgNVBAMTDVNILVRSVVNUIFJvb3QWHhcNMTYw
NjJEwMTAYNDE1IWhcNMzYwNTMwMjlwMDAwWW;]BZMQswCQYDVQQGEwWJTSTECMBoGA1UEThis Qualifying Attestation Letter is a result of audit performed in accordance with EN319411 standards.
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SI-TRUST elD Podpis

Issuer

CN = SI-TRUST Root

Subject
Distinguished
Name

CN = SI-TRUST elD Podpis
2.5.4.97 = VATSI-17659957
O = Republika Slovenija
Cc=Sl

Certificate 60cce65c00000000571dd226

Serial

Number

(HEX)

SHA-1 b82071facb59bc58d4180e9e24607de9a35a8a6d

fingerprint

SHA-256 02287e94b50d1fda51a0b91bc3b2e9288b04d174beObe416c06a35bc2792f51c
fingerprint

Applied ETSI EN 319 411-1 V1.3.1 (2021-05) policy NCP+

policy ETSIEN 319 411-2 V2.4.1 (2021-11) policy QCP-n-gscd
requirements

Certificate | — BEGIN CERTIFICATE-——

PEM MIIFYjCCA8qgAWIBAEIMYMzmXAAAAABXHAIMMAOGCSqGSIb3DQEBCWUAMFwxCzA)

BgNVBAYTAINJMRwwGgYDVQQKEXNSZXB1Ymxpa2EgU2xvdmVuaWphMRcwFQYDVQRh
Ew5WQVRTSSOxNzY10Tk1NZEWMBQGA1UEAXMNUOktVFIVU1QgUm9vdDAeFwOyMjAz
MJEXMDAXMTZaFw0zNzEyMjExXMDMxMTZaMGIxCzAJBgNVBAYTAINJMRwwGgYDVQQK
DBNSZXB1Ymxpa2EgU2xvdmVuaWphMRcwFQYDVQRhDASWQVRTSSOxNzY10Tk1NzEc
MBoGA1UEAwwWTUOktVFIVU1QgZUIEIFBvZHBpczB2MBAGBYqGSM49AgEGBSUBBAAI
A2IABFVbKVXzU/GXKj/fFzz8+358I1n5IL/s)g+WECZgqYgyp4US3QgcDlimi3vm
fHS1+z+7Skk6SokovvrXkx+K9gVU8ypODIgNoryLalUoOtxgxjpNdiwlHEFmIVpZ
y8len60CAkowggIGMBIGA1UdEWEB/wQIMAYBAf8CAQAwWDgYDVROPAQH/BAQDAGEG
MEEGA1UdIAQ6MDgwNgYEVROgADAUMCWGCCsGAQUFBwIBFiBodHRwczovL3d3dy5z
a$10cnVzdC5nb3Yuc2kvY3BzLzBpBggrBgEFBQCcBAQRAMFswNgYIKwYBBQUHMAKG]I00bfpCtWQH6mM+godRO8grHBXi2g765+H+GJr709gfQJ26uLMtRIpTI3v
WfnPDhLsPPtoVaXe8VKOILgKZdVkUI1tWZD78vVtaqjD60D77TQ===

This Qualifying Attestation Letter is a result of audit performed in accordance with EN319411 standards.
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Part Il: Audit conclusion

The audit realized 13.01.2025, 16.01.2025 and 23.01.2025 was successful without critical findings.

In case of any question, please contact Auditor on address:
TAYLLORCOX PCEB,
TAYLLORCOX s.r.o.
Na Florenci 1055/35
Prague 1
CZ 11000
Czech Republic
phone: +420 222 553 101
e-mail: martin.dudek@tayllorcox.com; audit@tayllorcox.com

The Auditor uploads results of audit to the TAYLLORCOX PCEB project storage.
Qualifying Attestation Letter is also available on the website https://pceb.tayllorcox.cz/Documents.html

INFORMATION ABOUT VALIDITY OF QUALIFYING ATTESTATION LETTER

This Qualifying Attestation Letter is a regular full audit report for Microsoft Trusted Root Program.

This Qualifying Attestation Letter is a result of audit performed in accordance with EN319411 standards.
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